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THE POTENTIALITIES OF COMINT FOR STRATEGIC WARNING 

SUMMARY 

This study evaluates Communications Intelligence (COMINT) as a means 
of obtaining strategic warning of Soviet intentions to attack the continental 
United States. 

COMINT Is now providing substantial information on Soviet capability 
to Initiate and sustain an attack against the United States. In addition, 
it Is probable that COMINT, particularly through Special Intelligence, could 
give warning of Soviet intention to mount such an attack.- The reliability of 
this strategic warning would increase with the approach of the attack, with 
first indications appearing 4 to 12 weeks prior to the attack. 

This potentiality can be fully realized only with an increase in the-^^ 
current level of effort. However, significant improvement can be effectecS^ 
by more intensive exploitation of the present COMINT program. 

It is recognized that COMINT cannot with certainty provide the 
tactical warning obtainable from an Air Defense Warning System. The 
effectiveness of' our Continental Air Defense System will, however, be 
greatly increased if provided with reliable strategic warning. The 
significance of adequate warning to our survival cannot be overestimated; 
this is particularly true with respect to conservation of our retaliatory 
forces and the preservation of our population. 

In order to utilize fully the potentialities of COMINT as a source 
of strategic warning, it is essential that operational plans and evaluation 
of our Continental Air Defense consider as an integral part the impact of 
the warning COMINT can provide. 

Further, to maximize the potentialities of COMINT for giving strategi^^ 
warning, it is necessary that the following steps be taken: 

1. Top priority should be accorded to the solution of high-level 
Soviet cryptographic systems and to their exploitation on a timely basis. 

2. Traffic analysis activities Bhould be expanded and organized 
to give the maximum information obtainable from the material intercepted. . 

In particular, it should be more effectively quantified through the develop- 
ment of indices or measures of activities, graphically presented to show 
changes in time. Field personnel should be sufficiently indoctrinated, 
within realistic security limitations, in the details of traffic analysis 
which can be used to develop strategic warning. 

3- Personnel policies should be revised to improve the selection, 
training, and retention of skilled personnel, both civilian and military, for . 
COMINT activities. Strong recommendations should be made to the Services 
the Civil Service Commission to effect these changes. 

- 2 - 
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THE POTENTIALITIES OF COMINT FOR STRATEGIC WARNING 

INTRODUCTION 

During the past few years, the Defense Establishment and, through it, 
the American People have become increasingly aware of the potentialities 
of the USSR for mounting a direct atomic attack against the US. This 
awareness has resulted in increasing official and popular interest in building 
up an air defense system capable of at least blunting, if not withstanding, a 
possible Soviet air attack against the continental US. In response to this 
interest, there hhs been a succession of high-level reports on the air 
defense problem (WSEG, LINCOLN, EAST RIVER, Kelly, Edwards and Bull Reports) 
whose conclusions leave no doubt that a surprise atomic attack on the US 
would result in carnage, devastation, psychological shock, and curtailment 
of our retaliatory ability on a scale difficult to estimate, or even to 
comprehend in terms of any previous experience. 

The degree of success obtained by the enemy in an air attack depends , 
sharply on the timeliness of warning received. Accordingly, the provision 
of early warning is the first essential element for an effective air 
defense system. The system in being has, built into it, radar and ground' 
observer warning nets which could at best give early warning of less than 
an hour at US perimeter targets . Hie future systems under consideration, 
involving radar chains at various northerly latitudes in Alaska, Canada, 
Greenland, and seaward extensions, may give a distant early warning up to 
' four or six hours. Same such early warning chains must be developed for 
tactical purposes, but their greatest usefulness for deployment and 
neutralizing operations' occurs only after hostile action has commenced. 

- 3 - 
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Extension of the reliable warning period to two or four days would provide 
time for the complete deployment of our offensive and defensive forces, 
which would increase the chance of turning the eneiry's operation before 
its mission had been accomplished and might even induce the enemy to 
abandon the attack (see Appendices II and III). 

Such strategic warning is not obtainable from the early warning 
component of an air defense system; the previous studies of these systems 
have, perhaps appropriately, been based upon the assumption that no earlier 
warning will be available. For such warning we must, therefore, turn to 
other sources of intelligence— and most of these previous studies have, 
fact, laid great stress, in terms of US readiness, on the value of intelli- 
gence. The strongest expression of this need is that contained in the Bull 
Report, which considers the pay-off so great as to warrant any possible 
attack on the problem, regardless of its cost in funds and manpower. 

The sources of strategic warning can be broken down into overt, covert 
and signals sources. Of these, the signals source 




The traditional overt 

and covert sources must be vigorously cultivated in the face of the increasing 

difficulties created by Soviet security measures, but to place reliance on 

them as the sole source of timely indicator intelligence would be to court 

disaster. EO 3.3(h)(2) 

PL 86-36/50 USC 3605 

Since the beginning of World War I, the extensive use of radio has 
been an essential part of military and governmental communications and 
operations. All countries must use radio for communication with their ships 
and aircraft. The USSR, because of its great distances, and consequent 
difficulties of constructing an adequate system of land lines, uses and will 



continue to use radio for the transmission of a considerable volume of 
internal communications. Thus we are given the opportunity to penetra* <* 
the frontiers and to share the secrets of the Soviet Government . 

The value of Signal Intelligence during World War II can scarcely be 
overestimated. Through the decryption of high-level German and Japanese 
messages, we were able to penetrate the enemy lines, enter ministries and 
military headquarters, and secure advance knowledge of operational plans. 
The spectacular effectiveness of communications intelligence has been 
thoroughly covered in the Brownell Report and in other surveys— an 
effectiveness aptly epitomised in the following passage from General 
Marshall's letter of 25 September 19 W* to Governor Dewey: 

"The conduct of General Eisenhower's campaign and of all 

operations in the Pacific are closely related in conception and 

\ 

timing to the information we secretly obtain through these 
intercepted codes. They contribute greatly to the victory and 
tremendously to the saving in American lives, both in the conduct 
of current operations and in looking toward the early termination 
of the war." 



While these past achievements bring us* no firm assurance of corres- 
ponding successes in future operations, we do find in them promise that a 
corresponding ability to decrypt enemy radio messages will result in 
intelligence of inestimable value. Signal Intelligence, above all COMINT, 
is the most promising source of strategic warning of an impending attack 
on the US; for the complexity" of the process of preparing the forces for 
such an attack makes it practically impossible to avoid the use of radio 
communications and other electronic signals at all points in the process. 



- 5 - 
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The Interception and timely evaluation of these signals will then 
constitute indicators for strategic warning. The evaluation of such 
warning indicators must be made against a background plan, whether 
tacit or explicit; this assumed eneny plan should be based on intelligence 
from all sources, including information on our own operations or on 
operations simulating possible enemy alternatives. The present Air 
Defense Comnand program dealing with indications of an air attack on 
the US is set up along these lines. Possible indicators are displayed 
on an Indications Board, and relevant intelligence items are filtered 
into the board as a function of time and the degree of criticality. Th 
significance of the whole array is then brought out by a comparison of 
this complex of realized indicators with the postulated plan or plans. 

It is significant that, at present, about 60£ of the items associated 
with a direct air attack on the US are derived from COMINT. 

On a national scale. Indications of hostilities against the US are 
, monitored by the Watch Committee, set up, on an all-source basis, under 
the Intelligence Advisory Committee (IAC). A proposal to use the Watch 
Committee as a central monitor and clearing house for all indications 
intelligence has been advanced by Air Defense Command, and a survey of 
procedures for disseminating such intelligence to those responsible for 
decisions is at present under way under the sponsorship of the IAC. 

In accordance with the request of the Director, NSA (see Appendix I) , 

■ this Report of the Special Study Group examines in some detail the present 



/ 



and future potentialities of COMINT as contributing to the strategic ’ 
warning of an impending attack on the US. The Group, conscious of its 
limitations in time and talent, has confined itself primarily to a 



v 
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consideration of indicators of a direct air attack on the Continental US. 
It is well aware that these indicators are but part of a' larger system 
indicators of impending hostilities against the interests of the US, 
including attacks against its possessions and forces overseas or against 
its allies and other friendly nations. The Group's investigations have 
in some instances taken it into these matters, and some of £ts : findings 
and recommendations will apply in this broader settings Similarly, its 
investigations have taken it into some matters beyond the purview of the 
National Security Agency; because these have in some cases a bearing on 
the better utilization of COMINT in the indicator problem, the Group 
has thought it appropriate to bring its findings to the attention of the 
Director within the framework of this Report. Instances of this are to 
be found in the discussions on ELINT, bn organization and use of the 
Indications Board, and on the Watch Committee. 

The Group has studied the contribution which COMINT can or coyld 
make to the warning of an impending attack on the US. Its findings 
and recommendations on various facets of this problem are presented in . 
the following sections of the Report. These conclusions are supported 
by the material presented in the Appendices to the Report, which are 
referenced in the appropriate places. 
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FINPINGS AND RECOMMENDATIONS 

INDICATORS 

Ref. Appendix IV 

Since the effectiYeneas of COMINT as a source of warning depends 
Upon the speed and accuracy of the recognition and communication of that 
' warning, the Study Group necessarily Included in its survey some investi- 
gation of the present arrangements, within the various US Intelligence 
agencies, for detecting hostile intentions. A detailed assessment of 
those arrangements wo^ld be outside the terms of reference of this Report. 

I 

The Group has studied the indicators which have been. proposed by 

* 

i 

various competent agencies and commands as significant to the strategic 
warnings of the initiation of hostilities against the US. Most relevant 
to the present problem of detecting moves associated with a direct air 
attack on the US is the Indications Board maintained by the Intelligence 
Directorate of Air Defense Command (ADC) at Ent Air Force Base, Colorado 
Springs, Colorado. T he evaluation of the intelligence represented bv 
this indicator array, as it reflect s^. the. -state ..of readiness or inte nt 
o f the USSR to initiate strate gic ai r hostiliti es, is made by c ompa ri son^^ 
with the steps w hich must be taken by the enemy prior-ta the_a aount ing of 
such an attack. This procedure is a more detailed application to the 
present warning problem of the method followed by 



Behind these efforts is a philosophy which holds that at least some 

of the steps required before the initiation of hostilities are detectable by 

EO 3.3(h)(2) 

11 . J.I.C. (52) 51 (Final), 18 December 1952. PL 86 - 36/5 ° USC 3605 
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the processes of Intelligence. The Group believes that, among these 
processes, COMINT has the highest warning potential. This finding is 
bolstered by the following theoretical arguments: 

(i) A military move of any appreciable scale requires the 
coordinated action of many persons, usually several hundred thousand. 

(ii) The task of achieving the necessary degree of coordination 
requires that many messages be passed. 

(iii) The space over which the coordination is required and the 
time during which the action must be prepared demand the use of radio 
communication for a reasonable fraction of the total communication. 

(iv) A reasonable fraction of the radio communication carried 
out in support of the move can be Intercepted. 

(v) Of the traffic which can be intercepted, some fraction can 

be decrypted, read in plain text, or subjected to exhaustive traffic analysis. 

The Group accepts this philosophy. It further supports the ADC pro- 
posal that the Watch Committee, under the Intelligence Advisory Committee, 
be used as a central monitor and clearing house for all indications intelli- 
gence. The Group also believes that the imminence of hostilities can 
appropriately be measured against a postulated enemy plan and that the 
formulation of such a normative plan can be greatly assisted by our own 
operational experience and, if need be, by experimental operations designed 
to test it. 
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INTERCEPTION 



Expansion of intercept facilities is being undertaken. Geographical 
limitations require that the antenna fields and placement of intercept 
positions be examined with close regard to highly technical matters 
relating to propagation phenomena. Therefore, the National Security Agency 
should augment its scientific and engineering staff with a view to assisting 
the Services in these matters. 

There are many interception problems which require strong effort in 
research and development; recommendations thereon are contained in the 



Section on Research and Development. 
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COMMUNICATIONS 

Ref* Appendix V 

A communication system, no matter how good, cannot guarantee the 
timely receipt of warning information. A study of the present system 
shows that the longest delays in the system arise from human failure to 

' y V - 

assess a warning ** y i n the field and fr om human slowness in 

carrying papers from one basket to ano ther. Improvements are needed in 
the training and instruction of communications personnel and in operations 
of the entire communications network to Insure against personnel failures. 
The planned communication system will remove some of the possibilities of 
failure at message centers and will cut the delays within analysis and 
evaluation units vexy considerably. 

Planned electrical communication facilities are adequate for the small 
volume of traffic involved in warning. However, severe jamming of radio _ 
circuits incident to hostilities would probably render those circuits 
largely inoperable. Alternate radio links and cable facilities are being 
expanded. This will tend to offset the threat of jamming. 



11 - 
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TRAFFIC ANALYSIS, LON-LEVEL CODES AND CIPHERS, AND PLAIN TEXT 

PL 86-36/50 USC 3605 Ref . Appendjbc V I 

EO 3.3(h)(2) 

Traffic analysis (T/A) is a methodology by which COHINT, is derived 



from the analysis of traffic volumes, operator chatter, and message 
externals. The COMINT derived from T/A is collated with that recovered 
from low-level codes and ciphers, plain text messages, and voice communi- 



cations in an operation known as T/A Fusion". Since l'94&, when readable 




Traffic analysis and the decoding of low-level traffic have enabled 
us to cany forward and build up intelligence an Soviet air and naval 



Order of Btfttle even in the absence 




Traffic analysis is a source from which some information can be 
derived at all times and is very necessary in supporting C/A work qn 
high-level cryptographic systems, - It guides Interception and assists in 
the categorisation and ordering of raw traffic and the identification of 
cryptographic systems. 

At the tactical level, it has been firmly established by the experience 
of World War II and Korea that T/A Fusion plays a basic role in close 
support of air, sea, and land fighting units. 



Because of the crucial importance of all Information on Soviet inten- 
tions, and our heavy dependence on T/A Fusion at the present time, it is 
important to organise our T/A Fusion effort so as to provide maximum 
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Information on a timely basis from material now being Intercepted. Toj 
this end, the Group makes the following recommendations: 

r l. That the COMINT resulting from T/A Fusion now being used 
as the main basis for Air Defense Conmand indicators (see page 8) 
be more effectively quantified through the development of indices 
or measures of activity of the Soviet Air Force— particularly, 
the Long Range Air Force and the air defense system — and be 
graphically presented to show changes in time. 

2. That special intensive and comprehensive studies be made 
of the activities of the Soviet Air Forces during periods of large 
scale exercises. 

3. That the T/A Fusion effort in the National Security Agency 
. be decentralised to some extent by establishing T/A units in 
operational areas and providing some T/A support at intercept 
stations, along lines now established by the Air Force Security 
Service. 

4. That a small research group be established to carry out 
research and development on new methods ofanalyai p, including 
adaptation of certain problems to high speed machines. 

We also suggest that the National Security Agency re-examine its 
selection, training, proficiency evaluation, and promotional procedures 
for T/A civilian personnel and that modern psychometric methods be ex- 
plored in connection with personnel selection procedures. Similar 
procedures should be explored for selection, training, and proficiency 

-13- 
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•valuation of Service personnel, and consideration should be given to 
the establishment of a career service in communications intelligence 
in the Air Force and Army along lines which now exist in the Navy. 



(See page 23) 
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SPECIAL INTELLIGENCE 



PL 86-36/50 USC 3605 
EO 3.3(h)(2) 



Ref. Appendix V 1 



"Special Intelligence" is COMINT derived from decryption of high-£J|| 
cryptographic systems* Potentially, it is the most important and the most 
, reliable source of indicators of hostile intention* 

During World War II, Special Intelligence was the unique source of 
advance knowledge of the strategic plans of the enemy. It was the 
timeliest, most complete, and most reliable source of intelligence on 
his Order of Battle, intentions, and capabilities. From the end of the 
war until the summer of 1948, intelligence of the same quality, was obtained 



from the 



used by the Soviet Armed 



Forces. Radio transmission of messages enciphered in those systems has 
been prohibited since late 1948. Other high-grade systems continue, 
however, to be passed by radio. In view of (i) past experience with 





The Group considers that (i) 



is a matter of the highest priority for obtaining 
strategic warning; and (ii) although the problems involved may be more 
difficult than those which! have been solved in the past, some. widely used 

m 

and important cryptographic systems are solvable. Thoy require the 

application, however, of new types of machinery as well as additional 

s 

facilities and personnel. 
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In particular, the following matters require immediate attention; 



I 



1. Continuity of Effort ; Because of the research character of 
the high-level problems, there has been a tendency to shift personnel to 
ether areas promising more immediate results. The potentials of this 
source of intelligence are so great that a firm policy should be established 
to control and regulate the transfer of. personnel familiar with these 
problems tc other activities. The staff on these problems requires 
augmentation by several top-flight analysts. 

2. Computational Support : In spite of the fact that the 

National Security Agency maintains an extensive computing establishment, 
there is still a lack of computing facilities and skilled programmers. 

The lack of programmers is the most serious deficiency at the present 
time, and the number of such persons on the NSA Staff should be increased 
as promptly as practicable. In addition, the possibility of utilizing^ 

% 

cleared and indoctrinated personnel skilled in the art of programming 
who may be available outside the National Security Agency should be 

J ■ 

investigated. 

3* Electronic Developments : The requirements of Speoial 

Intelligence in connection with high-speed computing devices are^ . 
unique. In view of the difficulty of maintaining a skilled engineering 
staff at the National Security Agency, the possibilities of carrying t 
out electronic developments outside the Agency should be investigated. 

It is the opinion of the Group that there are many problems in connection 
with the development of general purpose analytic equipment which remain ' 
to be solved. The complications of programming bear witness to the fact 
that the general purpose electronic computers are probably not the best 

- 16 - „ 
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typo of equipment for attacking these problems. Additional high-speed 
analytic equipment should be developed and made available as needed*. 

It appears that the potentials of Special Intelligence, particularly 
with regard to strategic warning, warrant a research and development 
program of more extensive scope than is presently being carried out by 
the National Security Agency. 

• ' 
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ELECTRONICS INTELLIGENCE (ELINT) 



Ref. Appendix VIII 



ELINT*— knowledge resulting- from the interception and analysis of 
foreign non-communications electromagnetic radiations — can be used 
along with other collateral material in the evaluation of COHINT infor- 
mation on aneqgr intentions, but the degree of coordination among the 
Services and with the COMINT effort is at present unsatisfactory from 
a warning standpoint. ELINT is based on the detection, reception, and 
analysis of radio signals which do not reduce to literal text. ELINT 
data concern chiefly the enenqr electronic readiness, but can also be ^ 
used to provide Order of Battle information and can support COMINT in 
many ways in wanting of an impending attack. Indications in ELINT. are 
drawn from sudden changes in the density of signals such as radar which 
may Indicate ship, aircraft, or troop movements, and from the presence 
of new or unusual signals. Radio altimeters, IFF, blind bombing, 
navigation, and fire control devices produce signals of interest. Guided 
missile signals may also be detectable. The Services now maintain ELINT 
facilities in strategically located points around the Soviet perimeter <4 
and conduct electronic reconnaissance missions with ships and aircraft 
in meny areas of the world. 

To be fully effective, the important ELINT data should be available 
for coordination with COMINT within less than one hour, both at field 
levels and in the US. COMINT data should likewise be made available to 
ELINT agencies for the proper direction of their intercept efforts. This 
type of continuous coordination has proved very effective in 



PL 86-36/50 USC 3605 
EO 3.3(h)(2) 




forces, where ELINT, COMINT, and other intelligence sources are closely 
combined at all levels from field operations to finished intelligence. 
ELINT facilities are now equipped to report their results by electrical 
communication; but, as in the case of many other intelligence; sources, 
the speed of communication depends on the training and instruction of 
field personnel and on a continuous direction of their efforts to obtain 
the types of information which are desired, 

ELINT facilities which are in operation or planned by the Services 
cover most of the usable areas at present. Deficiencies in the ELINT 
program from the warning standpoint are: 

1. There is inadequate control of ELINT operations. ELINT work 
within each theater of operations should be centrally directed on fa basis 



of adequate, all-source intelligence so that the maximum amount of .useful 

information could be received. 36 ; 33 (f° USC 3605 

EO 3.3(h)(2) 

2. The channels by which ELINT information Is reported are 



tangled and in many cases too slow for the delivery of short term warnings. 

3. The evaluation of ELINT information which would apply to long 
term warnings is divided within the US between an Air Force Activity and ■ 
a joint Army-Navy Electronic Evaluation Group (ANEEG). The exchange of 
information between these groups imposes a needless delay on any warning 
which comes from detailed evaluation. 
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5. ELINT equipment now in use is inadequate in many respects. 

6. Present ELINT operations do not take advantage of the possi- 
bilities of "anomalous" propagation mechanism which can be predicted from 

geography, weather and ionosphere measurements. g6-36/50 |JSC 3605 

EO 3.3(h)(2) 





1 
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RESEARCH AND DEVELOPMENT 



In addition to "the obviously needed research and development toward 
better cryptanalysis and more effective traffic analysis, there is a need 
for basic research on the theory of communication intelligence and for the 
development of methods and equipments which will permit the most efficient 
exploitation of the theoretical potential of the field. 

In particular, the entire concept of military, diplomatic, and commercial 
communication must be examined to reveal those aspects of the communication 
networks which are most susceptible to communication intelligence activities 
and to relate the value of intelligence gained through exploitation of these 
aspects to the cost of exploitation and to the cost to the enemy of security/ 
measures which would reduce their vulnerability. In brief, our eventual 
COMINT activity should be aimed at the transmissions which an eneuy must 
subject to our scrutiny in order to carry out his own operations. a In the 
absence of the general theoretical research which is needed, it is possible 
to conjecture that developments along some of the following lines will prove 



valuable in future COMINT operations: 
(i) Antenna systems and Ini 



facilities to permit 



intercept operators to determine th e direction of a rrival of a signal 
immediately at the time of its reception without reliance on a separate 
direction finder and intermediate coiasunications system. Multiple unit 
antennas should be considered for this function. 

(ii) Repeaters, receivers, antenna systems, and techniques to 
improve the range and quality of communication signal reception at fre- 
quencies above 30 me. 
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(ill) Equipments for better utilization of immediate action voice 
, communications, including better receivers, better audio recording machinery, 
automatic time registering devices, better techniques of receiving and 
copying this traffic, and, eventually, automatic semantic processing 
equipment for use in traffic analysis and in recovery of brevity codes. 

(iv) Equipments for reception of noise modulated communication 
signals (such as those represented in the NOMAC system development under 

Project LINCOLN). PL 86-36/50 USC 3605 

EO 3.3(h)(2) 

(v) Equipments for detection and reception of | ~| 

pulse, and frequency dispersal communication systems. ^ 

(vi) Installation and use of propagation measuring equipment to 
permit more efficient direction of Intercept effort. 

(vii) Inverse LDRAN, or other position measuring devices to 
produce position data on transmitters. 

(viii) Continued development of demultiplexing, and 

precision recording devices for use in breaking out messages sent over . 
multiplex and channels. 



• multiplex and | [channels. 

(ix) Continued development of fingerprinting devices for tranjfe^ 
mitters and operators, both voice and Morse. 

0 

There are definite indications that the USSR will use VHP for airborne - 
communications. The extension of microwave networks within the Soviet 



Union 1 b in progress. Interception of these types of communications 
presents an extremely complex problem. Studies should be initiated to 
de -1 - ermine possible methods of solution. 
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PERSONNEL 

Ref. Appendix: T r 

Throughout all discussions and briefings in which the Qroup has 

\ 

participated, no single problem has been more widely discussed than that 
of improving the quality and proficiency of personnel now engaged in the 
COHINT effort. The attention of the Group has been especially drawn to 
personnel problems related to three important groups: research and 

development personnel, analytic personnel, and interception personnel. 

The following comments are confined primarily to problems relating to these 
groups. 

The success of the National Security Agency in research and develop- 
ment activity needed to keep pace with COMINT requirements will depend very 
largely on the quality of research and development personnel which can be 
engaged in the effort. At the present time, the salary scale at NSA is not t 
adequate to compete with industry, nor are the working conditions and 

scientific prestige factors sufficient at NSA to compete with universities. 

■ 

Establishment of more high level positions and opportunities for advancement 
say help correct the situation; but other measures should be explored, such 
as borrowing scientists and engineers from industry and universities for 
limited periods of time; A good part of the development needs of NSA can 
probably be met through contracts; but, even so, NSA must have a strong 
core of research and development personnel to do the research and to 
recognize and formulate requirements for equipment, machines, etc. 

The second crucial group of COHINT personnel are the analysts: crypt- 

analysts and traffic analysts, of NSA and the Services. The civilian 
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components of these groups provide the basic continuity of analytic effort. 
The principal problem facing NSA and The Services as far as this group 
is concerned is that of attracting and recruiting highly competent personnel. 
The Group is of the opinion that NSA would do well to re-examine its recruit- 
ment, selection, training, and proficiency evaluation procedures for analysts. 
In order to attract the Interest of prospective analysts, the present 
recruitment policy of NSA should be restudied in the light of realistic 
security limitations. The use of modern psychometric methods in close 
cooperation with leading NSA analysts can be expected to improve the selec- 
tion procedures. The problem of holding good analysts depends to a largdj^* 
extent on a sound salary and promotion policy. Such a policy will also 
provide effective supervisory personnel. The Group questions whether 
salary and promotion policy In NSA is as favorable to a sound development 
of T/A effort as it is in the case of C/A, especially in view of our 
present heavy dependence on COMINT derived from T/A. 

- m • 

The third important group of personnel in the COMINT effort are the 
intercept operators, who at present are almost entirely military. The 
main problem concerning this group is that created by the usual enlistmex^^ 
and rotation policies. These policies do not permit the intercept 
operator time to build up enough familiarity with the material inter- 
cepted at his site to be effective in interpreting and recognizing the 
significance of it. This situation is highly relevant to the problem 
of picking up clues of an impending attack. The Group suggests that, 
partially to meet this difficulty, consideration be given to the 
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establishment of a service career in COMINT to encourage longer periods 
of service. Such a plan not only would help solve some of the intercept 
operator difficulties but also would provide highly qualified officers 
for supervision. Consideration should also be given to the provision 
of some analytic support at the intercept site either by indoctrination 
of intercept personnel with rudiments of cryptanalysis and traffic 
analysis, or by assignment of an analyst to the site. 
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I - THE SPECIAL STUDY GROUP 



In its meeting of 11-12 June 1953, the National Security Agency 
Scientific Advisory Board (N5ASAB) discussed the problem of evaluating 
the contribution which COMINT can or could make to the warning of an 
impending attack on the US. The Board raised the question of whether 
the Director, NSA, might consider it desirable to request the Advisory 
Board to inaugurate a study of this problem. 

In a letter of 26 June 1953 to Professor Stewart S. Cairns, Chairman 
of the NSASAB, Lieutenant General Ralph J. Canine, Director, NSA, made 
the following statement: 

"Mf purpose of writing you now is to indicate not only that 

* it 

I would very much like to have the Board undertake such a study 

■ «**- 

but also that I hope it could be initiated at once and will be 
glad to place immediately at the disposal of the Board whatever 
facilities, personnel and records the Board deems necessary or 
useful for conducting the study and for producing the final < 
report thereon as soon as practicable. 11 
General Canine suggested that Dr. H. P. Robertson serve 'as 
Chairman of the Special Study Group. 

The following individuals comprise the membership of the Group: 

*Dr, H, P. Robertson, Professor of Mathematical Physics, 

California Institute of Technology, Chairman 

*Dr. Samuel S. Wilks, Professor of Mathematical Statistics, 
Princeton University 

#Dr. Howard T. Engstrora, Vice-President, Remington-Rand Corporation 
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Dr. Richard C. Raymond, Member, Electronics Division, Rand 
Corporation 

*Mr. John C. McPherson, Vice-President, International Business 
Machines Corporation 

Mr. M. Dean Post, Staff Assistant, Assistant Secretary of Defense 
for Research: and Development 

Mr. Charles S. Weaver, Staff Assistant, Assistant Secretary of 
Defense for Research and Development 

J^hose marked with an asterisk are members of the NSASAB*/ 

The Group was assisted by Mr. William F. Friedman, Executive Secretary 

of the NSASAB, his assistant, l/Lt. Irving T. McDonald, Jr., USAF, and 

Miss Carolyn J. Fox. 

On several occasions, the Group received special assistance from 

the following persons: 

Mr. Ralph L. Clarit, CIA 
RADM William Goggins, USN (Ret.), ERA 
Capt. Wilfred J. Holmes, USN (Ret.) 

Col, James L. Weeks., USAF, N5A 
Col. Gordon W. Wildes, USAF, USAFSS 

In the drafting of the Report, valuable assistance was rendered; the 

Group by Professor S. S. Cairns., Mr. J. Z. Millar, Dr. L. T. E. Thompson, 

all of the NSASAB. 



AGENDA OF ACTIVITIES OF SPECIAL STUDY GROUP 
Washington, D.C. 

Assembly of Group for discussion and planning proposed activities 
of Group. 
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28 July 1953 



Washington, D.C. 

Briefing on role of intelligence Directorate of Intelligence, 

in US air defense systems. Headquarters, USAF 

a,aajaa 

Brooks Air Force Base. San Antonio. Texas 



Summary of COHINT capability 
to provide advance warning. 

USAFSS Organisation and Operations 

Traffic Analysis 

USAFSS ELINT program 

Intelligence Requirements and 
Dissemination 

Communicat ions 



Commander, USAFSS 



Deputy Chief of Staff/ 
Operations, USAFSS 

Analysis Control Division, 
USAFSS 

Chief, Implementation Division, 
USAFSS 

Chief, Current Reporting and 
Requirements Branch, USAFSS 

Command Communications Office, 
USAFSS 



2Q Ja *z J 222 

Ent Air Force Base, Colorado Springs, Colorado 

Philosophy of intelligence Directorate of Intelligence, 

requirements for air defense ADC 



Summary of air defense of 
continental US 



Directorate of Intelligence, 
ADC 



Mission, operations, and 
capabilities of anti-aircraft 
weapons systems. 

Discussion of intelligence 
indicators system 



Army Anti-Aircraft Command 



Director of Intelligence, 
ADC 
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Offutt Air Force Base, Omaha, Nebraska 



Discussion of COMINT and 
collateral intelligence 

Location arid identification 
of targets 



Philosophy of intelligence 
requirements for strategic 
operations 

Commmlcations 



Director of Intelligence, 

SAC 

Target Materials Division,' 
Directorate of Intelligence, 
SAC 

Air Estimates Division, 
Directorate of Intelligence, 
SAC ' 

Director of Comnuni cat ions , 
SAC { 



Headquarters, Central Air Defense Force, Kansas City, Missouri 



The role of COMINT in the 
Korean War 



Commander, Central Air 
Defense Force 



Washington, D.C. 

General discussion session of Group to plan future activities. 



Washington, D.C. 

Discussion of COMINT 
capabilities and potent ialitie s 



Washington, D.C, 

t _ 

Individual studies by members of the Group on specific problems. 
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Washington, D.C. 



Organisation and function 
of the Watch Committee 

Discussion of COMINT activities 
of the US Navy 



Special Research Branch, 
0-2, Department of the Any 

Operational Intelligence 
Section, Department of the 
Navy 



Washington, D.C. 

General discussion and planning session of Group. 



Washington, D.C. 

General session of Group for further studies and preparation of report. 
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II - THE THREAT 

The Soviet Union has at present the capability to launch an effective 
large scale atomic air attack against the North American continent and, in 
particular, against all major targets within the US, Including population 
and industrial centers and military bases. The magnitude of the Soviet 
threat through 1955 will not be governed by their delivery systems but 
rather by the sine of their atomic stockpile and, ' further, by that portion 
of the stockpile which they would allocate for use against targets in the US. 
In addition, the magnitude of the threat would increase if the Soviets 
realize their capability of developing BW agents which might be employed 
in a large scale air attack against the US. 

Weapons 

The Joint Atomic Energy Intelligence Conmittee estimates that the 
Soviet atomic stockpile in mld-1953 would contain approximately 120 atomic 
1 weapons. Accordingly, they estimate that this stockpile will increase to 
approximately 300 by 1955* However, in view of tlie uncertainty concerning 

V. ¥ j 

the production of fissionable materials, the number of atomic weapons may 
be as low as 200 or as high as 600. 

Apart from the fact that the Soviets conducted a thermonuclear test 

' ( ■ > 

in August 1953, there is no intelligence information which would indicate 

, * 

that the Soviets are stockpiling weapons of this type. 

Delivery Systems 

The Soviet Long Range Air Force has at its disposal approximately 1000 
medium bombers of the TU-4 type (US B-29) which are capable of reaching 
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all targets in the US on a one-way mission from bases in the USSR. By 

, i 

1955* the number of available TU-4* s will increase to about 1100. Further, 
it is believed that, by 1955, this force will be augmented by approximately 
ISO heavy bombers having twice the range of the TU-4* These heavy bombers 
will most likely be capable of reaching all targets within the US .from Soviet 
bases on a two-way mission carrying atomic weapons. 

Employment of long range aircraft is the most likely means at the 
Soviet's disposal of carrying out a mass attack on the US. They do have 
the capability of developing guided missiles of the V-l type carrying an 
atomic warhead and launching them against coastal targets from submarines 
or surface vessels. In considering the Soviet air threat to the continental 
US such a possibility cannot be overlooked. In particular, in the case of 
a surprise attack, it would appear that they would use all the means at 
their disposal to make the initial strike as devastating as possible. 
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Ill - NORTH AMERICAN CONTINENTAL AIR DEFENSE 





Active defense forces participating in the air defense of the North 
American continent include the United States Air Defense Command, the 
Royal Canadian Air Force Air Defense Command, and the Alaskan Air Defense 
Command. These forces function as independent commands and not as one 
integrated air defense system. 

Advance warning is the first essential element for an effective 
air defense system. Recent Ad Hoc Committees which studied the 
continental air defense problem for the National Security Council and 
the Secretary of Defense have noted, without exception, the tremendous 
value of more complete intelligence to provide advance warning and the 
potential impact of such warning on continental defense. 

The Group feels that, if intelligence could effectively and reliably 

give a warning of 3 to 6 days of an impending attack on our nation, the 

« 

significance would be of tremendous magnitude. In fact, warning of this 
nature would permit mobilization which, if known to the ene ngr, might 
induce him to cease his preparations for an attack. 

Some notion of the value of such warning can be gained from the 
data in the accompanying table which have been obtained from Armed Forces 
estimates. 
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Significance of Early Warning 



Warning Time 



Significance . 

3 to 6 Would permit full scale deployment of SAC Forces for an 

immediate counterattack. 

6 Approximately 90$ of all serviceable SAC aircraft can be 

dispersed. 

6 Approximately 100$ of Naval Forces in commission in 

harbor can be dispersed. 

5 to 8 Between 600 and 1000 interceptors could be made avail- 

able to ADC from other units. 

4 Approximately 90$ of merchant vessels in commission in 

harbor can be dispersed. 

3 to 4 Approximately 50$ of Naval Forces in commission in 

harbors can be dispersed. 

3 Approximately 50$ of serviceable SAC aircraft can be 

dispersed. 

3 Most all civil air traffic can be grounded. 

3 Navigation aids can be turned off. 

2 J Air Defense Command can commit all serviceable ADC 

interceptors. 

1 Civilian casualties reduced by about 50$. 

At present, warning is provided by radar and ground observers. The 
United States Air Force is now operating 71 radars in the US and southern 
Canada which perform surveillance and control functions. The radar 
network gives about 30 minutes warning for US perimeter targets on large 
aircraft of the B-29 type flying between 10,000 and 30,000 feet. The 
ground observers corps is at present the only effective means of detecting 
low flying aircraft (below 5000 feet). However, thus far it has not been 
possible to make reliable use of the ground observers. 
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Available weapons consist of fighters and antiaircraft artillery# 

At present. Air Defense Command has 53 interceptor squadrons based in the 
US of which 15$ have all-weather capability. Offensive armament for these 
aircraft consists in fixed forward firing aircraft guns. Anti-aircraft 



weapons are deployed to assist in the defense of 22 critical targets 
in the US. There are a total of 57 AAA battalions in place which include 
52 gun battalions (90 mm and 120 mm) and 5 automatic weapons battalions 
(40 mm) . 

Our present air defense system has a kill probability of between 0 
and 15$ depending upon the pattern of attack*. 

Present planned programs are geared to reach maximum effectiveness 
by the end of 1955* The present radar network will be augmented with 
additional equipment to eliminate perimeter gaps* In addition, an early 
warning line is planned which would extend from Alaska down the Alaskan 
highway and across Canada approximately at the 54th parallel to th? Hudson 
Bay, thence across Quebec to the Atlantic Ocean. Extensions of this 
system are planned in both the Atlantic and Pacific Oceans for approximately 
500 miles using picket ships and airborne early warning aircraft. In 
addition, an early warning line may be established in the far north as 
recommended by Project LINCOLN. By 1955, the air defense weapons system 
will be greatly improved and strengthened. It is planned that the fighter 
forces will be increased to 57 squadrons (25 aircraft per squadron) of 
all-weather fighters equipped with collision course fired rockets and based 
in the US. Antiaircraft point defenses will be greatly strengthened by 
converting a number of the gun battalions with NIKE guided missiles. By the 
end of 1955, antiaircraft defenses will include 20 gun battalions, 42 NIKE 
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battalions, and 14 Skysweeper automatic weapons battalions deployed to - 
assist in the defense of 22 critical targets. 

As noted in the statement of the threat. j( Appendix II), the Soviets 
have the capability of developing V-l type missiles carrying atomic 
warheads and launching them from surface vessels and/or submarines against 
coastal targets. Our most effective means to counter such an attack is to 
locate and destroy the launching vessels. Detection at present is 
accomplished by radar. Sonar, or visual, all of which have definite range 
limitations. A shore-based sound surveillance system is now being 
evaluated which will give approximate position data on engine driven 
vessels cruising at normal speed at ranges up to 300 miles. A network 
baaed on this type of equipment planned to be operational in the 1956-58 
period will greatly increase our capability in countering such an attack. 

With these improvements, minimum available warning time is expected 
to be increased to 2 hours or more for perimeter targets, and the system 
&8 a whole should provide kill probability of approximately 5035 under all 
weather conditions. As an 6rder of magnitude, the funding required ove^^ 
the next several years to attain our presently planned air defense system, 
will be at the rate of approximately $5 billion per year. Cumulative 
investment through FT I960 will be about $40 billion. The number of 
full-time active service personnel will increase from approximately 
120,000 at present to approximately 180,000 by 1957* 

In reviewing our present and planned active air defense systems 
effectiveness in conjunction with Intelligence, it can only be concluded 
that the Soviet threat is increasing to the extent that the number of 
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atomic bombs which they can put on a target by the end of 1955 will le 
the same as, or greater than, the number which they could effectively 
deliver today even with the increased air defense capability outlined 
above. 
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IV - INDICATOR SYSTEMS 

The nature of the threat has been stated in Appendix II, which 
describes the area of capability of the USSR. These facts are available 
from examination of Intelligence. The all-iraportant unanswered question 
remaining is the time such an attack will be executed. The only means 
of obtaining strategic warning is through intelligence. 

For this purpose, various indicator systems have been organised in 
an effort to predict Soviet intentions. The systems most relevant to 
Continental Air Defense are those of the Watch Committee and Air Defense 
Command. 

The Air Defense Command has established an indications system using 
a graphic display to assist in the orderly evaluation of indications of.. ' 
hostile air attack on the US. The Watch Committee maintains a continuous 
indications evaluation of all events world-wide which bear on the imminence 
of general hostilities and related world events. It receives contributions 
from all pertinent and competent Government agencies. The group consists 
of part-time personnel, meets .weekly, and utilizes no formal set of 
indicators in evaluating Soviet intentions. 

The most serious deficiency o f th i indica i^u^J3xajLem 3 ~ i B~ .th e- 
lack of coordination and exchange of information on..* timely b^aia. The 
existence of such separate but related efforts, as presently constituted, 
throughout the world involves much duplication of the evaluation effort- 
in many cases by people not fully competent and with divergent results. 
Indications efforts as now organized are producing results less reliable 
than the security of the nation requires and the commanders concerned deserve. 
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The coordination, standardization and systematic inter-relationship 

of this effort would overcome many of the present shortcomings, particularly 

from the standpoint of the Air Defense Command. It is believed that a s mall 

' 

group should be creat ed representing the Intelligence Advisory Co mmrfCee, 
operating on a full-time basis (24 hours a day), and responsible for the 

over-all coordination and direction of related indications systems. More 

/ 

effective utilization of intelligence can be achieved only by such, central 
coordination and direction. In particular, the following are some of the 
principles which are believed essential: 

(i) An agreed list of indicators and sub-indicators world-wide 
in scope. 

(ii) Assignment of indicators for evaluation to specific partici- 
pating agencies or sub-agencies according to primacy of interest or 
competence. 

(iii) Provision to furnish these same agencies with indications 
evaluation on all other indicators which are pertinent to their own 
warning problem but for which they do not have primacy of interest 
or full competence in evaluation. 

(iv) Timely, secure, and dependable communications , 

(v) Standardized methodology and display systems, more effectively 
quantified through the development of indices or measures of activities, 
graphically presented to show changes in time. 

(vi) Formulation of normative enemy plans against which the 
imminence of hostilities can be measured. 

Additionally, it is particularly important that this group be kept 
informed on military and political maneuvers of the US which could produce 
Soviet reactions that might otherwise be misinterpreted. 
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Care must be exercised that our evaluation of indications he focuis^d 
on significant actions which the ene ny must take i n preparing for particular 
- military operations. For this purpose, it will be necessary to develop what 
we consider to be the probable steps the Soviet Union will take prior to 
the initiation of hostilities, and a time span for each step. An excellent 
Initial step in the development of this kind of methodology is contained in 
the ADC Intelligence Staff Report, "USSR Attack Planning Plan." 

The Canadian Government has an active interest in the problem of stra- 
tegic warning of an attack on North America. There is at present under 
preparation, in the Joint Intelligence Bureau, an all-source report on a 
"Surprise Attack on North America," to which the Communications Research 
Branch has contributed on the COMINT aspects. Discussion with the Director, 
CRB, has indicated that these conclusions, based upon traffic analysis, 
plain text and presently exploitable codes and ciphers, are consistent with 
those arrived at in this Report. 

In the United Kingdom, the Joint Intelligence Committee has prepared 
an evaluation of an over-all indications system, on an all-source basis. 

In brief, this study' describes a few, selected indicators associated with- 
specific types of activities and indicates the probability of obtaining 
Information through overt, covert, and COMINT sources. 

Significant improvement of our indications systems can be achieved by 
closer coordination with both British and Canadian efforts. We strongly 
believe that it will not be possible to effect such coordination until a 
coherent indications system has been firmly established in the US. 
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V - COMMUNICATIONS 

Timely warning of impending air attack depends greatly upon rapid, 
accurate communications. 

Rapid electrical communication facilities serve the COMINT 
organization in three general ways: 

(i) Delivery of intelligence information. 

(ii) Collection of raw intercept material, 

(iii) Intra-station exchange of technical material. 

We are interested in the first two functions. 

The communication process is generally considered to include 
everything between the handing of a message to the message center and 
the handing of the message to the designated recipient. Thus, the time 
for handling a message includes: encryption, routing, transmission, 

decryption, reproduction and messenger service. The alacrity with which 
the process is performed is determined by the precedence set by the 
originator. The highest precedence is assigned to a FLASH message, 
which is handled before all others except those of the same precedence. 

Delivery of Intelligence Information 

An item of intelligence information worthy of FLASH or other high 
precedence designation may originate at any of the following places: 

Intercept station 

Field comnoand evaluation group - field analysis group 

Central evaluation group - central analysis group 
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At present, such a dispatch can be delivered to the most distant 
addressee within one hour. Where extra -continental circuits are not 
involved, the time may be less than ten minutes. It is the opinion 
of the Group that these times are adequate. 

Collection of Raw Intercept Material 

The recovery or the recognition of an important item of intelligence 
information may occur at stations to which raw intercept material is 
transmitted. There are two of these: the field command evaluation group - 

field analysis group and the central evaluation group - central analysi^^ 
group. At present, all the locally intercepted raw material is sent to 
the allied field group. About 20£ is selected for electrical transmission 
to the central group in the US, the remainder being delivered by courier. 

The field group receives its material in about 30 minutes and the central 
analysis group in one to five hours. These times are considered to be 
adequate. 

Discussion 

We have examined the present communication system used for 00MINT 
and have been shown the proposed improvements which are to be made. The 
present channels, both overseas and continental land lines,- seem to be 
fairly adequate for their purpose. Certain contemplated improvements, such 
as automatic switching and on-line encryption, will provide more expeditious 
handling of traffic through relay centers. We have not been shown any 
detailed time studies of traffic delays but presume they are available. 
Efforts to route overseas traffic through the best possible routes seem 
to have been made. Two channels on North Atlantic cables are now available 




REF ID : A3 91 7 2 





TOP SECRET CANO E 

TOP SECRET CANOE 

to the Department of Defense on an immediate call-up basis; and, in 
addition, an eight channel trans-Atlantic cable will be installed in 
about two years for exclusive use of Defense communications. At present, 
some 245,000 groups per day are being handled by electrical communications. 
While this is a creditable performance, some improvements are still to be 
made. 

Technical improvements 

Among the technical improvements which are feasible may be included: 
better and faster encryption devices, higher transmitting speeds, and more 
efficient utilization of radio frequencies and land line facilities. 

We have been informed that newer and better cryptographic techniques 
are contemplated which will provide fast and secure on-line operation. 

Some considerable reduction can be made in the actual transit time 
of high precedence and of other traffic by adopting at a future date some 
of the principles and methods now available. Among these may be mentioned 
those reported by the Programs Research Unit of the Johns Hopkins University 
concerning this subject. ^ These methods which are applicable both to radio 
and land line communication. channels propose the utilization of the available 
band widths of present communication channels to increase the speeds of 
transmission some 10 to 40 times those currently in use. 

Methods of determining the most effective radio frequency to use at 
a given time have been published. The back-scatter measurement technique 
is a notable example. The use of this method alone should provide 
additional assurance that an early warning message will move with the 
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Minimum delay. Furthermore, it offers the possibility that a frequency 
can be chosen which will be least susceptible to enemy jamming. A 
careful study of this subject seems to be indicated as a possible means 
of maintaining the required continuity of overseas communications. Study 
should also be given to a method of pooling all available radio frequencies 
with assignments to individual stations on an immediate basis to meet 
ionospheric conditions. 

Operational Improvement ; \ 

Time studies should be continued with a view to reduction of proces^^fg 
times in message centers. Training programs to implement the indicated 
improvements should be pressed vigorously. In particular, the deliveiy 
of messages to their recipients should receive careful attention. Our 
Information is that considerable time can be saved here. 

Careful consideration should be given to (i) the matter of delegation, 
of authority to intercept and analysis-evaluation groups to originate 
urgent intelligence messages, (ii) the sort of material for which they should 
watch, and (iii) the addressees to whom the information should be sent. 

Timely warning of enemy attack is more likely to come from units nearest 
to the intercept station. 
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VI - TRAFFIC ANALYSIS, LOW-LEVEL CODES AND CIPHERS, AND PLAIN TEXT 
General Remarks 

Traffic Analysis (T/A) is a methodology by which COMINT is derived from 

the analysis of traffic volumes, operator chatter, and message externals. 

The COMINT derived from T/A is collated with that recovered from low-level 

codes and ciphers, plain text messages, and voice communications in an 

operation known as "T/A Fusion". Since late 1948, we have been forced to 

rely on information obtained by T/A Fusion for almost all COMINT on the 

Soviet Armed Forces (see Appendix VII). PL 86-36/50 USC 3605 

EO 3.3(h)(2) 

COMINT Now Produced from these Sources 
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of units of the Soviet Long flange Air Force. From the same source we 



have learned something also about bombing accuracy and aerial gunnery 

,, .. PL 86-36/50 USC 3605 

effectiveness of certain of the units. 

EO 3.3(h)(2) 

A variety of items of 'economic and military intelligence* too 



numerous to list here* is constantly being produced by T/A and commercial 



plain text messages. 



Finally* it should be emphasised that the experience of World War II 



and of Korea established the tactical necessity of analysis and reading of 



low-level codes and ciphers and plain language transmissions for close 



support of Amy* Navy* and Air Force fighting units* irrespective of the 



degree of our cryptanalytic success with high-level systems. Whatever 



capability the T/A Fusion operation attains in peacetime* it will have 



indispensable value in wartime* when properly deployed. 



I 




- 2 - 




REF ID : A3 91 7 2 




- TOP SECRET CANOE 

- TOP OEOIUST CANOE 

f 

Possibilities of Improving COMINT from these Sources 

1. Improving Sources of Material for T/A ; Adequate direction finders 
in conjunction with intercept operations can save much valuable time and 
allow better evaluation of traffic. Present direction finders are often 
separated by as much as 100 miles from the intercept station and the two 
units not connected with secure lines. These efforts should be co -located so 
that D/F data would be at the intercept operator's hand, or intercept and D/F 
stations should be connected by direct and rapid telephone communication* 
Alternatively, a secure and rapid communication service should be provided* . 
Even such meager efforts as obtaining one line of direction and transmitting 
the information promptly to the intercept center would save much intercept 
time. D/F operations in the field are not well coordinated. Better training 
of officers in D/F is required; current training is much too brief for the* 
importance of the subject* 

Similar remarks apply to another important source of supporting evidence 
for T/A, namely, procedures for identification of transmitters and operators* 
ELIRT has a potentiality as a source of supporting evidence for T/A which is 
yet to be fully developed and exploited, (see Appendix Fill). 

2. Increasing T/A's Contribution to Indicators; At the present time, 
almost all of the information underlying the direct indicators of the 
imminence of war as developed by the Air Defense Command and the Air Force 
Directorate of Intelligence is obtained through T/A Fusion. let, in the case 
of some of these indicators, the COMINT is rather coarse and roughly used. 

There is a need for doing a better job of quantifying some of the information* 

v 
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There are three distinct phases to this problem. The first phase Is to 
pick up the clue or clues of an Impending attack. This depends on the 
capabilities of our interception system — the men and equipment at the inter- 
cept stations. If the clues are contained somewhere in intercepted material, 
then the second phase is to recognise them at some stage in the processing of 
the material. The third phase is to transmit the information recognized as 
the clue to those responsible for the air defense of the US in time to take 
action. 

This is obviously a precarious chain of events and none but the naive 
and foolhardy would claim that the tipoff would, with 100 % certainty, be 
discovered, transmitted, and acted upon in time to take effective action. 

Yet we must be realistic and consider what practical steps might be taken to 
increase the chance of success. Here we comment especially on the aspects 
of the situation concerning T/A, voice traffic, and information from low-level 
systems. If the clue is contained in one or several messages intercepted 
at a given site and if the significance of such a clue can be recognized by 
the interceptor or by an analyst, it is obvious that we should increase the 
chance of recognizing it at the intercept station. This argues for the 
desirability of assigning an analyst or two to each intercept station to work 
closely with the Intercept operators. Such a situation now exists at some 
stations, particularly in the case of the intercept squadrons operated by AFSS. 

If the clue is more diffuse and must be sifted from intercepted material 
from a given geographical area, this argues for the establishment of forward 
analysis units by geographical areas which would perform analysis on intercept 
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material from the area, incorporating into their analysis material already 
summarized by the intercept stations, which would make use of D/F, RFP, ELINT, 
and any other relevant data. For example, in the case of AFS3, the 6920th 
Security Group in Japan and the 6010th Security Group in Germany perform 
such a function. 

Under such a system of deployment of analytic effort, the main function 
of the Headquarters analysis wits would be to carry out deejper analysis and 
develop COHINT of more long range value. In order to build up and maintain 
an adequate and sensitive background for analysts against which to interp^^ 
intercepted material at the intercept and area levels, there would have to be 
a constant feedback of COMINT reports as well ae reports based on collateral 
intelligence. Some rotation of personnel through the system would be necessary 
to keep it sensitive. 

In wartime, a deployment of analytic effort along the lines indicated 
above would form the basis of a tactical COMINT system to support the theater 
commanders. The necessity for a deployment of this type has been clearly 
indicated by the experience of World War II and Korea. 

5. Research in Connection with the T/A Fusion Effort: At the present 



time, almost all T/A Fusion effort and thinking is directed toward production 
of material to meet consumer requirements. Not enough attention is devoted 
to research and development of new methods of analysis including further study 
of the possibilities of high speed machines for handling some of the problems. 
The NSA would do well to set up a small research group whose members have 
competence to investigate new approaches in various fields relevant to the 
problem. 
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6. The Personnel Problem The quality of the COMINT effort based on 
sources discussed in this Appendix depends heavily on the effectiveness of 
interception and the competence of the analysts. The problem of improving 
procedures for the selection, training, and proficiency evaluation of such 
personnel and related personnel problems are discussed in Appendix IX. 
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VII - SPECIAL INTELLIGENCE p[ _ 86 _ 36/50 usc 3^ 

EO 3.3(h)(2) 

Special Intelligence is COMINT resulting from successful cryptanalytic 
attack on high-grade cryptographic systems* Its value during World War II 
can scarcely be overestimated. Through the decryption of German and 
Japanese messages, we were able to penetrate the enemy lines and enter the 
Headquarters of High Commands, Army Groups, Fleets, and Air Forces* On a 
strategic level. Special Intelligence was the unique source of advance 
knowledge of the eneny's plans for both offensive and defensive operations. 

It was the timeliest, most complete, and most reliable souroe of intelligence 
on his Order of Battle, intentions, and capabilities (see Appendix X). 





Meanwhile, the reading of a small number of messages enciphered in 
systems used throughout the higher echelons of the Soviet Armed Forces 
promised a rich yield. of strategic intelligence, if the point of full 
solution, on a large-scale, current basis could be achieved. Up to August 
1948, the solution of only a limited number of messages enciphered in one 
of those systems had provided us with such items as 






The capabilities of the lower-level 
COMINT sources^ particularly: traffic analysis* would also increase in 
direct proportion to the availability of supporting evidence derived from 
the content of decrypted messages. 

The potentialities of Special Intelligence are so great that the 
difficulties involved in obtaining it can scarcely be considered a deterrent 
factor. Nor should the benefits which it could reasonably promise be dis- 
counted on the grounds that it would not have the demonstrable capability 
of furnishing specific warning that hostilities . were about to be Initiated. 
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Such a guarantee is beyond the power of any GOMINT organization, which 
reads the messages originated by a foreign nation but does not write them* 
With that exception, however — a limitation which applies to COMINT 
not only in its present condition but also in a hypothetical state in which 
intercept facilities were virtually unlimited and czyptanalytic success 
was complete — it can be stated that the capability of COMINT to provide 
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VIII - ELECTRONICS INTELLIGENCE (ELINT) 



The Army ELINT Program 



PL 86-36/50 USC 3605' 
EO 3.3(h)(2) 



1. General Remarks : The Department' of the Army maintains ELINT . 

stations In Europe, the Far East, and Alaska. These stations cover the 
frequency range of 15 kilocycles to 12,500 megacycles and are primarily 
designed to concentrate on radar-type signals. A 24-hour watch is main- 
tained, and three main indicators have been established as a basis for ' 
FLASH reporting. These are (i) any indications of radar build-up, 

(ii) any Indication that known or identified enemy signals appear to be 
unusually close to the stations, and (ill) unusual signal activity which 
the operator may feel to be cause for alarm. 

2. Intercept Locations? 



Alaska - Base at Nome, mobile stations at Bambell on St. Lawrence 
Island, mobile station at Tin City, Cape Prince of Wales. 
Two mobiles working on pulses; base station works on VOA 
. Jamming signals. 
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The above effort includes 10-12 teams. About 16 teams will be overseas 
in the next year. There are not at present sufficient personnel in these 
teams to sustain a 24-hour operation for longer than a limited emergency 
time, 

3. Reporting : Logs from Intercept stations are routinely sent by 
mail twice a month, sustaining a dely of approximately 3-4 weeks* Duplij^p . 
copies are sent to the Electronic Warfare Center (EWC) at Fort Monmouth, Air 
Technical Intelligence Center (ATIC), Naval Research Laboratory (NRL), and 
the Amy-Navy Electronic Evaluation Group (ANEEG). ANEEG retains and files, 
as well as evaluates, these reports. 

Each team under EWC has a one-time pad for FLASH reporting. A code 

word alerts EWC that FLASH traffic is under way. EWC then alerts the Mon- 

✓ 

mouth cryptanalysis personnel who decode the message. Sig-0p-5 in Washington 
is then alerted, which in turn alerts G-2 and ANEEG. The message is then 
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received by G-2, evaluated, and transmitted to appropriate personnel * i .hin 
the space of a few minutes. Current arrangements are such that a FLASH 
message can be transmitted to the Washington area in approximately 35 
minutes from the time of intercept. 

4. Coordination : The JEIC (Joint Electronic Intelligence Center) in 

FECOM receives the FLASH message simultaneously with other addressees and 
alerts other service electronic countermeasures activities in the theater 
(the word "Joint" means Army-Navy only — no Air Force participation) . In 
Europe, the Army Electronic Intelligence Center performs similar functions, 
again without Air Force participation. ASA stations are also alerted, and 
arrangements are being made for. ASA to alert the Army teams on a reciprocal 
basis. This is the only contact between field agencies. 




Navy ELINT Program 

1. General: The Naval effort is directed more toward acquisition of 

strategic technical data than toward warning indicators. Naval craft look 
for the unusual and examine the capability of any kind of radar signal 
encountered. Surface ships are able to approach certain areas in a more 
leisurely fashion than is possible by other means. Frequency coverage is 
from 916 kilocycles to 10,750 megacycles. An 8-hour watch is maintained, 
and indicators are similar to those of the Army. Usually, one or two 
submarines are under special control. They do not have full teams aboard. 
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2. Intercept Locations: 



EO 3.3(h)(2) 
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Airborne 



team baaed in the Phillipplnes [~ 



Middle East - Eastern Atlantic and Mediterranean area has one 

team available for visits CIN CNELM fore es makej^^ 
three other teams in varying places around the 
Mediterranean, depending upon deployment of 
forces. These operate around the Aegean Sea and 
occasionally in the Adriatic, and with the Sixth 
Fleet. Airborne operations are based at Port Lyautey 
in French Morocco and operate to cover Black Sea and 
Eastern Mediterranean. 






3. Reporting : Airborne teams report through Top Secret channels wi 

priority rating to CNO as the prime addressee, with others on the list. 
Message time varies from 1 to 4 hours. Reports are received at the Navy 
Security Station in Washington and given to ANEEGr. Ship teams report in 
similar fashion, if the report is sufficiently important, but the data are 
usually sufficiently routine to be sent by secret dispatch. Land based 
teams have one-time pads in conjunction with the Amy, and their reports 
go both to Amy and to CNO. Routine reports come at intervals of about two 
weeks by mail, although emergency channels are available for reporting. 
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4. Coordination : COMINT officers at ASA collate Navy intercept reports 

with other intelligence and send the Jfinal report to ONI, There is a 24-*hour 
duty watch in Washington. Field COMINT personnel are alerted in advance of 
Navy maneuvers. These data are coordinated with the British in routine excha 
There is also a field exchange between the Air Force and the Navy, with eerta 
exceptions such as magnetic tape recordings of the USAF. There are two 
evaluation units in the field. 

Air Force ELINT Program 

1. General : Frequency coverage is from slightly less than 30 

kilocycles to 10,750 megacycles on an 8-hour watch basis (for ground teams)* 
Indicators are similar to those of the Army and Navy but more limited. The 
primary effort is directed toward locating enemy stations; secondary effort 
is toward determining technical characteristics of the radiating station. 

The Air Force also monitors Soviet LORAN radiations. 



2. Tnfcercant Wtlon, , USC 3605 

United States - Nine ground stations as an integral part of Air 



Defense Command around the perimeters of the US. 



Black Sea - 




one more 



expected by November 1953. One mobile station along 
south shore of Black Sea. 




Airborne teams operate out of Bigland. They cover the area around 
Frans Josef Land every three months or so and, more frequently, the Barents 
Sea, Murmansk area, Baltic, and Black Seas. Additional airborne teams cover 



Far Eastern coast areas. 
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3. Reporting ; SAC field operators can flash messages from field 
operations in 2-3 hours to (i) theater Headquarters, (ii) local Navy and 
Amor Headquarters, and (iii) SAC Headquarters. Air Force personnel state 
that the time of communication depends on atmospheric conditions and 
mention that a 4-hour time might be a figure to shoot at. It has. been 
stated that 30-minute reporting would be possible if the requirements were 
sufficiently strong. 

4* Coordination : Raw data are not given to the \Air Force by the Army 
in the field, but the Air Force gives such data to the Amy, with the 
exception of magnetic tape recordings which are sent to Wright Field for 
analysis and, much later, to ANEEXJ. These recordings contain highly useful 
data, and, to be fully effective, should be made available to a group such 
as ANEEG in the shortest possible time. The need for coordination is such 
as to override individual service prejudices. 

Again there does not appear to be adequate tie-in with COMINT .at 
field levels. All services should have closely coordinated COMINT and 
ELINT activities from field units on up to the highest levels, and all 
service ELINT activities should be closely coordinated at a central place- 
within a given operating area. 




IX - PERSONNEL 



General Remark a i 

In the -various discussions and briefings which the Study Group has 
had concerning the present COMINT effort, the most universally mentioned 
problem is that of improving the quality and proficiency of personnel* y 
The success of any organisation depends critically on its personnel. In 
the case of NSA — and the military Services — a number of factors which limit 
the effectiveness of certain key groups of personnel has been brought to 
the attention of the Group. 

Here we describe briefly some of the problems now faced primarily in 
connection with three crucial groups of NSA personnel, namely, high-level 
research and development personnel, analytical personnel, and interception 
personnel. We shall also make some comments and suggestions conce 



supervisory personnel. 

Research and Development Personnel 



At the present time, there is serious need for further research and 
development activity in NSA. The success of such a program will depend 
almost entirely on the quality of research and development personnel. 

A good part of this activity can be contracted out to private 
organisations; but, even for this effort to be successful, it is necessary 
that NSA itself have a highly competent group to recognise NSA's needs and 
to translate them into requirements which can be used by private firms as 
a basis for research and development. NSA has lost a considerable number of 
men of this type and is finding it almost impossible to compete with industry 
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in filling the vacancies created, not to mention recruiting such men 
to expand the research and development staff. This situation calls 
for a re-examination of salary scales for research and development 
personnel. It is also suggested that explorations be made to determine 
the extent to which scientists and engineers from universities and 
industrial laboratories could be usefully borrowed for limited periods- 



of time. 

One of the basic difficulties in attracting and retaining top-flight 
scientific personnel is the problem of providing recognition for thedr?^^ . 
contributions, not measured purely in status and salary advances, but 
in terms of scientific prestige. At the present time, the only possibility 
for such recognition is through scientific contributions almost wholly 
unrelated to their research in the COMINT field. This sets a- double 
standard of achievement which very few persons can meet. The Group has 
no solution to offer concerning this dilemma. The least that can be done 
ia to consider extra premiums in terms of working conditions and financial 
inducement for good men to enter 'the field. 

Analysts 

The second key group of COMINT personnel consists of the analysts: 
the erypt&nalysta, and the traffic analysts. The main core of this group 
is comprised of more than 3100 civilians, but it also contains a large 
complement of service personnel. The civilian members provide the basic 
continuity of the analytic effort, although there is considerable turnover. 
The turnover is even greater for the service personnel because of rotation 
policy and relatively short terms of service for most military personnel. 
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There is great variation in the quality of personnel in these tvs 
groups of analysts. Considerable difference of opinion exists as to what 
type of person at recruitment will make a good analyst and what type will 
not. It is generally agreed, however, that, once a good analyst is selected, 
his proficiency steadily improves with experience. In view of this 
situation, and since there is a continuing recruitment program to keep 
analytic personnel up to strength, it is extremely important to establish 
sound selection and training procedures. Modem psychometric methods 
applied in close consultation with leading NSA analysts can be expected 
to aid materially in improving selection procedures. It is not sufficient, 
however, for such procedures merely to be applied to some candidates. They 
must be applied to candidates from the most promising sources*. This in 
turn calls for a re-examination of NSA policy for giving the potentially, 
good candidate some notion, within realistic security limitations, of what 
cryptanalysis and traffic analysis are and how important in terms . 

of national security. Only then will NSA attract the potentially best 

/ 

candidates actually to become candidates for selection. In making these 
suggestions, the Group is thinking primarily of civilian analysts, but the 
principles are no less applicable to military personnel. 

Another important aspect of the problem of recruiting and holding good 
analysts relates to salary and promotion policy. At present, there seems to 
be some disparity in this respect between cryptanalysis and traffic analysis. 
We raise the question whether salary and promotion policy is as favorable to 
strong development of T/A capability in NSA as it is in the case of C/A, 
especially in view of our present heavy dependence on T/A. 
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A final aspect is the supporting services available to the analysts, 
particularly the machine sections which do the extensive machine processing. 
The personnel in these sections have a routine but highly responsible task 
and the efficient performance . of the work depends on skilful leadership and 
Ingenuity in planning the use of the machinery to best advantage. Steps 
should be taken to make this work attractive by expanding the opportunities 
for advanced training and promotion in the area. 



Intercept Operators 



The third large group of personnel in the COMINT effort are the 






cept operators, who, at present, are almost entirely military. The greatest 
problem here is that created by the usual enlistment and rotation policies. . 
The potential value of an intercept operator increases with experience at 
a particular intercept location. The more familiar the operator becomes with 
the material he intercepts the more expert he can become in the preliminary 
interpretation of it. It is widely recognised that the problem of < building 

up and maintaining a reasonable amount of know-how for interpreting material 

/ 

at the intercept site ie of basic importance with respect to early wam^, 
Part of the solution of the problem, as far as it can be dealt with, la 
probably to -be found in the establishment of a service career for military 
personnel in COMINT. A service man with interception experience at one site 
can be expeoted to capitalize rapidly on this experience when placed at 
another site. Another possibility for improving our interpretation capability 
at the intercept site, in some cases at least, is to indoctrinate intercept 
operators in the rudiments of cxyptanalysis and traffic analysis or to supply 
an analyst for the site to work in close collaboration with the operator* 
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In sites where voice intercept can be taken, the importance of knowledge 
of the Russian language is obvious. 

There are well-recognized difficulties in using civilian experts at 
intercept sites or in theaters of operation. On the other hand, World 

t 

War II experience in operations research, use of radar, and other fields 
are full of Instances where these difficulties were overcome. 

We also point out that profitable return can be expected from the use 
of modem psychometric methods in the selection and proficiency evaluation 
of intercept operators. 

Supervisory Personnel . 

Finally, we wish to make some comments concerning the selection of l 
supervisory personnel, especially those in an immediate supervisory capacityi' 
It is axiomatic in good personnel management that immediate supervisors of Y ' 
any technical activities should themselves have expert knowledge of the I 
activity they supervise. The best way of obtaining such supervisor is \ 

by advancement of properly qualified individuals from within the groups them- 

/ 

selves. This principle, however, is more easily applied to the civilian 
component of a group than to the military personnel. In the case of 
military personnel, with rotation policy as it now exists, the Group 

1 

believes the best approach to the supervisory problem lies in the establish- 
ment of a career service in COHINT in the Army and Air Force along lines 
already developed in the Navy. 
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X - COMINT as a Source of Advance Warning ; in 
World War II and the Korean Conflict 



During World War II, and again during the conflict in Korea, COMINT 
was the timeliest, most complete, and most reliable source of intelligence 
on the Order of Battle, intentions, and capabilities of the enemy. It 
was the unique source of reliable advance knowledge of his plans for both 
offensive and defensive operations. The following examples have been 
selected from among innumerable instances which illustrate the COMINT 
capability to provide advance warning of impending enemy operations, on 
both strategic and tactical levels, and the advantages which may be derived 
from the receipt of such warning. 

World War II— The German Attack on the USSR : 

During the first three months of 19U, Special Intelligence ^ 
indicated a general eastward movement of German air and ground forces which 

enabled British Intelligence to estimate with increasing certainty .that the 

\ 

concentrations which were taking place were to be directed against the USSR* 
By the end of March, sufficient Information was available from deciphered 
German messages to suggest that (i) preparations were being made to 
intimidate the Soviet Union by assembling an armored striking force 
on the Russo-Polish frontier, and (ii) those preparations might lead to the 
outbreak of war. 

Special Intelligence then revealed the deflection of the striking 
force to the Balkans for the conquest of Yugoslavia and its subsequent 
withdrawal, after a month's participation in the campaign, and redeployment. 



/l COMINT derived from decryption of high-level cryptographic systems. 
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together with an air corps, to its previous destination in south Poland* 

By 31 May, little doubt remained that the Germans intended to initiate 
hostilities and not merely to intimidate their erstwhile ally. In an 

estimate of 7 June 1941, the British COKINT organization predicted n a 

\ ' 

very large scale campaign against Russia, with the main front of attack 
in Poland and East Prussia," and stated that the German forces would be 
ready to begin the operation soori^fter 16 June. 

An estimate of 16 June summarized the COMINT information received 
during the preceding nine days and concluded: . "...it is probable that 
the German Air Force will be ready to strike as from 19 June onwards * ,r 

German messages of 19 June, which were available to COMINT recipients 
on the following day, made it clear that the period immediately preceding 
D Day had been reached. 

Thus, COMINT provided (i) a general warning several months in advance • 
of the attack and (ii) as the date of invasion grew nearer, increasingly 
specific information which enabled intelligence personnel to estimate the 
scope of the intended campaign, the areas of concentration, and the appx^^ 
imate.date on which the frontier crossing would take place. 

For the British strategic planners, that advance intelligence was 
Invaluable. In view of the weakness of their military forces, it was not 
possible to prepare for the defense of every vulnerable point which the 
enany might choose to attack. Reliable intelligence on the enemy's intentions 
was vital, therefore, to the continued existence of the British nation. 

COMINT supplied that intelligence and, incidentally, gave the Prime Minister 
a period of several weeks to consider the policy which he announced at 9 p.m. 
on 22 June 1941 that Britain would give "whatever help" she could to the 
Soviet Union. 





—TOP - SE C RET — C ANOE 
" . Korea : 

The COMINT contribution in Korea during the period November 1950- 
Jttly 1951 le summarized in a citation for the let Radio Squadron, Mobile, 
dated 11 October 1951. That citation includes mention of the following 
"specific accomplishments, considered of extraordinary value to the mission 
of the UN Forces in Korea and in at least two cases to the vital interests 
of the United States": 

(i) advance notification that the enemy was aware of UN plans 
to attack Anju and Chinampo, as well as his plans for countermeasures} 

(ii) advance warning of the enemy* a intent to bomb American 
troops on Hill 672 near Tuk Son} 

(ill) advance warning of the exact times and intentions of the 
eneagr air attack on Sinmido Island on 19 June 1951 which resulted in severe . 
reverses for the enemy} and 

(iv) . advance information on the times and places of intended 
attacks during the evacuation of the Ham Hung beachhead. 

More recently, COMINT provided warning that, during the final stages 
of the armistice negotiations, the Chinese Communists were preparing an 

4 

offensive against the UN Forces. It is too early to establish the reasons 
for cancellation or postponement of that attack, but UN countermeasures— 
made possible by the advance knowledge of enemy Intentions— may well have 
caused the Communists to decide that sufficient military advantage to 
warrant disruption of the armistice negotiations was no longer assured. 
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